Risk Assessment

Tuesday 7:20 pm – 10:00 pm
Krug 253

Instructor:

Deborah Bruce, Ph.D.

bruced@ntsb.gov
w 202 314 6511

c 202 251 0567

h 703 351 7501

Office Hours and Location:

Meeting times will be arranged by request between 6 pm – 7 pm on any Tuesday.  I am not on campus during the day, but if meeting before class isn’t suitable we can arrange a convenient alternative.
Course Goals and Objectives:
The course will begin with a general survey of risk, focusing on different ways to measure the frequency of undesirable events and their outcome.  After examining the concept of risk in several different domains (financial, engineering, manufacturing, transportation, etc) the course focus on the concept of safety-critical systems.  Within the framework of system safety engineering, the course will survey tools and techniques used in the risk assessment of safety-critical systems.  The last few classes will consider how we communicate risk.
Required Readings:
Required readings will be distributed by the instructor prior to each class.  Suggested text and web sites will be associated with lecture topics.
Lecture Topics:
Note, a portion of the first few classes will be set aside to discuss a course project and the associated presentations (to be given by students in early November)
August 31
The nature of risk, reliability, risk exposure, and risk terminology
Introduction to system safety and hazard identification
September 7
Formal accident and human error models, causes of accidents
How accident investigations treat systemic factors
Root cause analysis

Assignment due: Identify the risk factors for two different (preferably very different) systems
September 14
Fundamental concepts of system safety engineering and other approaches to ensuring safety
Introduction of fault tree analysis and preliminary hazard analysis 
Assignment due: Outline a preliminary hazard analysis for a system assigned by the Instructor
September 21
System and software hazard analysis, designing for safety, fault tolerance, safety issues in the design of human-machine interaction
Assignment due: Continue with the preliminary hazard analysis; identify all hazards, risk levels, and measures of frequency for identified hazards

September 28 
Concepts and techniques in building mission-critical and safety critical systems that have software components
Assignment due: Identify design constraints and discuss information requirements needed for a more complete analysis
October 5
Requirements for a safety-critical system and the traceability of safety constraints to design
Assignment due: Identify system that will be analyzed in class project
October 19
Fault tolerance
October 26
Verification of safety.  

Information requirements necessary to ensure the “health” of systems
Assignment due: Research and describe one system that relies on a safety framework (such as ISO certification0 and another that uses reliability analysis
November 2
Presentations

November 9
Presentations

November 16
Creating a safety culture
Benefit /cost tradeoffs at the individual, corporate, and social level
November 23
Management of safety-critical projects
Systems, players, tasks
November 30
Risk communication
December 7
Review

Final Exam December 14th, 7:30 – 10:15pm
Grading Policy

The course grade for this graduate-level seminar will be allocated as follows:

30% on class participation and discussion of the reading assignments.

30% on development and presentation of a class project.
20% on the quality of supplemental articles (students will be asked to lead the discussion on selected topics).

20% on the final examination (exam will be discussion question format)
University Honors Policy:
Please familiarize yourself with the Honor System and Code, as stated in the George Mason University Undergraduate Catalog. When you are given an assignment as an individual, the work must be your own. Some of your work may be collaborative; source material for group projects and work of individual group members must be carefully documented for individual contributions. For an overview of the Honor Code, see http://mason.gmu.edu/%7Emontecin/plagiarism.htm 

